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DETAILED ACTION 
Response to Amendment 

1 . Applicant's amendments are sufficient to overcome the rejections under 35 
U.S.C. §§ 101 and 112, presented in the Office action of 2/7/07. Accordingly, those 
rejections have been withdrawn. 

Response to Arguments 

2. Applicant's arguments filed 4/30/2007 have been fully considered but they are 
not persuasive. 

3. With regard to claim 1, and Applicant's assertion that Goldberg "fails to describe 
a rewebber which controls access to a 'rear server" and "seeks to avoid controlled 
access to content in the 'real' server" (Page 20 of Remarks), the Examiner respectfully 
notes that Applicant has misinterpreted the teachings of Goldberg. 

The cited portion of Goldberg (page 3, col. 1 , line 42 to col. 2, line 4) merely 
states that a goal of Goldberg is to avoid a "central single point of failure" by distributing 
trust in the event a few nodes are compromised. This relates only to security, and 
simply fails to disclose or suggest in any manner that Goldberg seeks to avoid 
controlled access to content. 

Furthermore, it is noted that the aspect of controlling access to the server is 
taught by Netscape, which was cited regarding claim 15. Netscape teaches that the 
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proxy may authenticate clients prior to giving them access to the requested resource (at 
least Ch. 14, Page 8). Netscape was and remains the primary reference, and continues 
to be relied upon for this claim limitation, as discussed below. 

4. With further regard to claim 1 , Applicant's assertion that Goldberg teaches away 
from a front end server relies on the same section of Goldberg discussed above. Since 
Applicant has misinterpreted the. relevant sections, this argument is not persuasive for 
at least the reasons discussed above. 

5. The Examiner notes that Applicant has provided arguments directed only to 
Goldberg. However, the rejection was based on the combination of Netscape, Goldberg, 
and Rodriguez. The features alleged as missing from Goldberg were cited as being 
taught by Netscape. Applicant is reminded that one cannot show nonobviousness by 
attacking references individually where the rejections are based on combinations of 
references. See In re Merck & Co., 800 F.2d 1091, 231 USPQ 375 (Fed. Cir. 1986). 

Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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7. Claims 1-6, 12-31, 37-40 and 42 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Netscape in view of Goldberg et al. 

8. With regard to claims 1 , 20 and 26, Netscape discloses a method for a front end 
server in a set of one or more front end servers to transparently provide access to a 
resource of a resource manager, the method comprising: 

receiving from a client a resource locator (URL) for retrieving the resource, 
wherein the resource locator comprises a network address of a resource manager 
(Chapter 7, Page 1, Lines 12-13), wherein access to the resource manager is controlled 
by the set of one or more frond end servers (proxy authenticates client to ensure they 
are allowed to access the resources)(Chapter 14, Pages 8-9); 

retrieving at least a portion of the resource from the resource manager (Chapter 
7, Page 1, Lines 16-19) based on the resource locator; and 

providing the resource to the client such that it appears to have originated from 
the front end server (Chapter 7, Page 1, Lines 14-15). Netscape fails to disclose that the 
resource locator is at least partially obscured to hide the network address or de- 
obscuring the resource locator. 

Goldberg et at. (Goldberg, hereafter) teaches a method of obscuring and de- 
obscuring a resource locator to disguise the actual location of the resource manager 
from the client. The obscured URL directs the client to the proxy, which de-obscures it 
and retrieves the resource on behalf of the client (Page 6, Col 2, Line 24 to Page 7, Col 
1, Line 5). This would have been an advantageous addition to the system disclosed by 
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Netscape since it allows increased security by hiding the actual location of the resource 
manager from the client. A further advantage is the ability for documents to be 
published anonymously through the proxy, since the actual location of the document is 
obscured from the client. 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to partially obscure the resource locator to hide the actual 
location of the resource manager, and de-obscure the resource locator at the proxy to 
enable retrieval of the resource for the client. This provides increased network security 
since the resource locator available to the public is very difficult to associate with an 
actual server, making it difficult to attack the server or determine the origin of 
anonymously published documents. 

9. With regard to claims 3, 21 and 28, Netscape further discloses receiving a first 
proxy header corresponding to the request, the first proxy header identifying the client 
as the source of the request and the front end server as the source of the resource; and 

preparing a second proxy header by rewriting the first proxy header so as to 
substitute the front end server for the client, and the resource manager for the front end 
server; 

wherein retrieving at least the portion of the resource from the resource manager 
comprises providing the second proxy header to the resource manager (Chapter 7, 
Page 1 , Line 1 1 to Page 2, Line 2). Since the firewall only allows access to the content 
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server by the proxy on a specific port, the header must be rewritten so the firewall thinks 
the request originates from the proxy. 

10. With regard to claims 4, 22 and 29, Netscape further discloses receiving a third 
proxy- header from the resource manager, the third proxy header identifying the 
resource manager as the source of the resource, and the front end server as the 
recipient of the resource; .and 

preparing a fourth proxy header by rewriting the third proxy header so as to 
substitute the front end server as the source of the resource, and the client as the 
recipient of the resource; 

wherein providing the resource to the client comprises providing the fourth proxy 
header to the client (The proxy sends the response to the client, as if it were the actual 
content sever) (Chapter 7, Page 1, Lines 18-22). 

1 1 . With regard to claims 5 and 30, Netscape further discloses that the proxy 
headers are written according to a tag based protocol (Requests for URLs are HTTP) 
(Chapter 7, Page 5, Lines 1-8). 

12. With regard to claims 6 and 31 , Netscape further discloses that the tag based 
protocol is a selected one of: the HyperText Transport Protocol (HTTP), the HyperText 
Markup Language (HTML), and the extensible Markup Language (XML) (Requests for 
URLs are HTTP) (Chapter 7, Page 5, Lines 1-8). 
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1 3. With regard to claims 1 3, 23 and 38 Goldberg further discloses that the resource 
locator comprises a Uniform Resource Locator (URL); and inspecting the resource 
locator for a path component (the ! character) indicating that the URL comprises an 
obscured portion of the resource locator (Page 6, Col 2, Line 37 to Page 7, Col 1, Line 
3). 



14. With regard to claim 14, Goldberg further discloses that de-obscuring the 
resource locator comprises providing at least the obscured portion of the resource 
locator to a location manager and receiving a de-obscured identifier responsive thereto 
(Obscured portion is decrypted) (Page 6, Col 2, Line 37 to Page 7, Col 1, Line 3). 

15. With regard to claim 15, Netscape further discloses that the location manager 
performs the validating client authorization to access the resource (Chap 14, Page 3, 
Lines 9-11). 

16. With regard to claim 16, Netscape further discloses that validating client 
authorization to access the resource comprises providing an obscured portion of the 
resource locator (URL), and an identity identifier for the client to an authorization 
manager (Resources are restricted or allowed based on user identification) (Chap 5, 
Page 4, Lines 40-47). 
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17. With regard to claims 17, 24 and 39, Netscape further discloses hash-encoding 
an identity value associated with the client (creation of SSL certificate); and providing 
the hash-encoded identity value (SSL certificate) and at least a first portion of the 
resource locator (URL) to an authorization manager configured to look up the hash- 
encoded identity value and the at least a portion of the resource locator in an access 
control table. (Resources are restricted or allowed based on user identification) (Chap 5, 
Page 4, Lines 40-47). 

18. With regard to claims 18, 25 and 40, Netscape further discloses that the client 
communicates with the front end server by way of an Internet browser (Netscape 
Navigator) (Chap 14, Page 2, Lines 22-24). 

19. With regard to claims 2, 19 and 27 while the system disclosed by Netscape, 
Goldberg, and Rodriguez shows substantial features of the claimed invention 
(discussed with regard to claim 3), it fails to specifically recite that the front end server 
comprises a front end manager and a back end manager, wherein the client only 
communicates with the front end manager for obtaining the resource, and wherein the 
back end manager obtains the resource from the resource manager. 

However, since the proxy server acts as a front-end to the content server and all 
communications between the client and the content server go through the proxy without 
knowledge of each other's existence; a front-end manager and a back-end manager 
must be present. The proxy has two separate interfaces, each of which requires a 
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separate IP address. A front-end manager must be present to handle communications 
with the client through the front-end interface and a back-end manager must be present 
to handle communications with the back-end server through the back-end interface. 

20. Claims 7, 8, 32, 33, 41 and 43 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Netscape in view of Goldberg et al. in further view of Sasaki (US 
2001/0013070). 

21 . With regard to claims 7, 8, 32 and 33, while the system disclosed by Netscape 
and Goldberg shows substantial features of the claimed invention (discussed above), it 
fails to disclose that the first proxy header comprises a content type identifier identifying 
a desired format for the resource, and wherein the resource manager stores the 
resource in a second format different from the desired format, the method further 
comprising: converting the resource from the second format to the first format. 

Sasaki teaches the use of content identifiers in a proxy header (Page 3, Par 53) 
as a means to inform the proxy of the desired format for the resource. If the resource 
retrieved by the proxy from the content server is in a different format, it is converted 
prior to being sent to the client (Pages 3-4, Par 53-57). This would have been an 
advantageous addition since it would have allowed clients to specify content restrictions 
and preferences and the proxy server would have converted the retrieved content 
appropriately. 
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Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made for the client to specify formatting information for 
requested content and have the proxy server convert the retrieved content so that it is in 
an acceptable format for the client. This would have allowed clients with limited display 
capabilities, such as PDA, to access a traditional web site by having the proxy server 
convert the site into an acceptable format for display on the PDA. 

22. With regard to claims 41 and 43, while the system disclosed by Netscape and 
Goldberg shows substantial features of the claimed invention (discussed above), it fails 
to disclose transcoding at least a portion of said resource retrieved in a first format to a 
second format. 

Sasaki teaches transcoding at least a portion of a retrieved resource received in 
a first format to a second format (at least 1J53-57 and 63-67). This would have been an 
advantageous addition since it would have allowed allows clients to specify content 
restrictions and preferences and the proxy server would have transcoded the retrieved 
content appropriately. 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made for the client to specify formatting information for 
requested content and have the proxy server transcode the retrieved content so that it is 
in an acceptable format for the client. This would have allowed clients with limited 
display capabilities, such as PDA, to access a traditional web site by having the proxy 
server convert the site into an acceptable format for display on the PDA. 
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23. Claims 9, 10, 34 and 35 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Netscape in view of Goldberg et al. in further view of Rodriguez et al. 

24. With regard to claims 9 and 34, while the system disclosed by Netscape and 
Goldberg shows substantial features of the claimed invention (discussed above), it fails 
to disclose multiple resource managers from which separate portions of the resource 
are retrieved. 

Rodriguez teaches the use of multiple resource managers, disposed within 
different machines, mirroring the same resources and retrieving portions of a requested 
resource from a plurality. of the resource managers simultaneously. The file is 
partitioned into blocks, and each block is requested from a different resource manager 
(Page 1 , Col 2, Line 34 to Page 1 , Col 1 , Line 3). This would have been an 
advantageous addition to the system disclosed by Netscape and Goldberg since it can 
dramatically decrease the time it takes for the client to receive a file. 

Therefore, it would have also been obvious to one of ordinary skill in the art at 
the time the invention was made to use multiple resource managers to host the 
resources and retrieve a portion of the resource from each resource manager. This 
would have dramatically decreased the time it took for the client to receive a requested 
resource. 
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25. With regard to claims 10 and 35, Rodriguez further discloses that the portions are 
retrieved in parallel from the selected ones of the multiple resource managers (Page 1, 
Col 2, Line 34). 

26. Claims 11, 12, 36 and 37 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Netscape in view of Goldberg et al. in further view of Applicant's 
admitted prior art. 

27. With regard to claims 1 1 and 36, while the system disclosed by Netscape and 
Goldberg shows substantial features of the claimed invention (discussed above), it fails 
to disclose determining loads for the multiple resource managers and selecting among 
the multiple resource managers according to the loads. 

Applicant admits that load balancing techniques are old and well-known in the 
art. (Specification, Page 3, Lines 19-22 and Page 5, Lines 21-23) (Remarks, Page 16, 
Lines 1-9). Such techniques are useful for selecting servers with reduced load since 
they will be able to respond more quickly. 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to determining loads for the multiple resource managers 
and selecting among the multiple resource managers according to the loads since the 
resource managers with the smallest loads will be able to respond the quickest. 
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28. With regard to claims 12 and 37, Rodriguez further discloses that the portions are 
non-overlapping portions of the resource (Each block is a different part of the file) (Page 
1, Col 2, Line 34). 

Conclusion 

29. Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 

§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

30. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Aaron Strange whose telephone number is 571-272- 
3959. The examiner can normally be reached on M-F 8:30-5:00. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Glen Burgess can be reached on 571-272-3949. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-91 99 (IN USA OR CANADA) or 571 -272-1 000. 

AS 

7/5/2007 
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